STRIKING
A BALANCE: IT
INFRASTRUCTURE
AND DIGITAL
SOVEREIGNTY
EVENT REPORT
https://eurac.tv/9QXb

With the support of

STRIKING
A BALANCE: IT
INFRASTRUCTURE
AND DIGITAL
SOVEREIGNTY
EVENT REPORT
https://eurac.tv/9QXb

As the EU searches for the best path to balance cuttingedge technologies with its future ‘digital sovereignty’,
EU policymakers must consider the potential
advantages and risks of working with non-EU service
providers in technology infrastructure, including 5G.
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Amid continuing US pressure,
Huawei looks for the ‘European way’
B y S a m u e l S t o l t o n | E U R A C T I V. c o m

Huawei’s Chief Representative to the EU, Abraham Liu,
appearing in front of MEPs at the European parliament in
Brussels on Wednesday evening.

H

uawei implored the EU to
grasp their future ‘digital
sovereignty’, as the company
fielded questions from a cross-section
of MEPs in Brussels on Wednesday
evening (16 October). The hearing
came as the US administration
renewed its campaign against the
Chinese company, claiming it poses a
series of risks to the European market.
“We
understand
that
new
technologies create opportunities
and changes, but changes come with
uncertainty – and uncertainty can
bring unease and anxiety,” Huawei’s
Western Chief Abraham Liu said,

acknowledging that there were still
trust issues related to the uptake of
Huawei equipment.
However, Liu was unambiguous
about Huawei’s commitment to
the further development of the 5G
ecosystem in Europe, saying that
the firm can offer “most advanced
technologies that can be used to
connect the continent and enable
Europe to lead the fourth industrial
revolution.”
Ahead of Huawei’s appearance
in front of MEPs, Brussels reporters
were briefed by US Deputy Assistant
Secretary of State for Cyber Robert
Strayer, who said “it is very important

that the European Union now move
forward with security measures” that
would inhibit “the ability of a third
government to influence the vendor of
technology in a European country.
Strayer reaffirmed an earlier
claim by the US administration that
Washington may decide to sever
intelligence ties with certain EU
member states, should they decide to
work with ‘untrusted’ vendors.
“We want to continue to have
important information-sharing and
intelligence-sharing
relationships
with governments like Germany,”
Continued on Page 5
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Strayer said. “If there’s technology
that’s untrusted deployed in their 5G
networks, then we’ll have to reassess
how we share information with
countries like Germany.”
However, on Wednesday evening,
Abraham Liu applauded the move
of the German government to keep
the door open to Huawei, following
the
finalisation
of
Germany’s
security catalogue, which foresees an
evaluation of technical and security
standards for vendors to abide by, but
does not bar any specific company.
“We welcome Germany’s decision,”
Liu said. In a sign that German-China
relations are set to blossom into the
future, Chancellor Angela Merkel said
on Thursday that relations with the
world’s second-largest economy are a
priority for her country when it takes
up its Presidency of the EU Council on
1 July 2020.
Wednesday’s hearing, staged by
a cross-section of MEPs including
S&D’s Maria Grapini, Franc Bogovic
of the EPP, Renew’s Bill Newton Dunn,
and Jan Zahradil of ECR, also allowed
stakeholders to rally the importance
of cybersecurity and innovation in
parallel, as part of Europe’s future 5G
landscape.
Turo Mattila, chair of the EU
Council’s horizontal working party
on cyber issues for the Finnish
permanent representation of the EU,
said that a “balanced approach” is
required, ensuring that the EU doesn’t
lag behind in its future rollout of 5G
technologies, but that cybersecurity is
also taken seriously in the process of
doing so.
5G “brings new opportunities for
advancing innovation”, Mattila said,
adding that “the swift rollout of 5G is
crucial for the competitiveness for the
EU” and that the “security risks related
to 5G are well founded” and will be
duly considered by the EU.
Following last week’s EU report
on the coordinated risk assessment

of 5G networks, which stressed that
“threats posed by states or statebacked actors are perceived to be of
highest relevance,” EU member states
have now been tasked with working
on a set of risk alleviating measures
to mitigate the cybersecurity risks
outlined in the report.
Member states will work alongside
the Commission and ENISA, the
European Agency for Cybersecurity, in
the drawing up of the plans, which are
set to be ready by the end of December
this year.
Against this backdrop, Mattila said
it is important that “member states
are united in their approach” to 5G
cybersecurity.

FROM MULTILATERAL TO
BILATERAL TALKS
However, speaking on Wednesday,
Yves Melin, International trade and
EU regulatory lawyer at Partner at
Steptoe & Johnson LLP, said that in
terms of future geopolitical strategic
relationships, “we are retreating from
multilateral negotiations,” as bilateral
discussions are favoured by certain
national governments worldwide.
This has most recently been
evidenced in the US strategy on
the European market in terms of
5G, following the signing of several
security agreements with individual
EU member states.
In August, ambassadors from
Romania and the United States signed a
memorandum for the development of
secure 5G networks, including criteria
for selecting companies permitted
involvement in 5G infrastructure.
In September, US and Poland signed
a joint declaration to collaborate on
5G security in what US Vice President
Mike Pence said would “set a vital
example for the rest of Europe”.
The agreement, signed in Warsaw
by Pence and Polish Prime Minister
Mateusz Morawiecki, backs plans
outlined in ‘The Prague Proposals’ – a
series of measures contrived in May to
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ensure the security of next-generation
communications networks.
EURACTIV
understands
that
over the past month US government
officials have also been meeting with
Commission representatives, in order
to jockey for influence in the Huawei
debate.
The
challenge
to
Huawei’s
credibility doesn’t seem to be
impacting the company’s business
too badly, however, after financial
data published yesterday revealed
steady increases in profit and a rise in
smartphone exports.
With increasing revenues, the
company is confident that it can
lead its future investment plans into
the heart of Europe, where there
are concerns that some countries
on the bloc simply do not have the
outlay available to develop their 5G
infrastructure efficiently themselves.
On Wednesday, Vice-Chair of
Parliament’s
IMCO
Committee,
S&D’s Maria Grapini, said there are
EU “countries that cannot bear the
cost of 5G deployment,” adding that
worldwide 5G revenues are estimated
at €225 billion in 2025, and up to two
million new jobs could be created.
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Industry ‘must listen’ to facial
recognition concerns,
Huawei chief says
B y S a m u e l S t o l t o n | E U R A C T I V. c o m

Huawei’s EU Chief,
Abraham Liu. [Huawei]

E

uropean industry must be
sensitive to the concerns
of citizens regarding the
widespread use of facial recognition
technologies and its possible impact
on privacy, Huawei’s European chief
has told EURACTIV.
“There are people [in Europe] who
are sensitive about facial recognition
technologies. They are worried about
protecting their privacy,” Huawei’s EU
head, Abraham Liu, told EURACTIV on

the sidelines of his recent appearance
at the European Parliament in
Brussels. “Industry must listen to
those concerns,” Liu added.
The
deployment
of
facial
recognition software irks many in
Europe. A case in point has been
the recent concerns aired by privacy
advocates in Serbia, where Huawei
has installed a network of security
cameras reportedly equipped with
facial recognition technology in
Belgrade. There are plans to cover

around 800 locations throughout the
city with around 1,000 cameras.
“The system can be used to trail
political opponents, monitor regime
critics at any moment, which is
completely against the law,” said
Serbia’s former commissioner for
personal data protection, Rodoljub
Šabić.
Serbian President Aleksandar
Vučić has recently said that police in
Continued on Page 7
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the city have capacities to count “each
head” at anti-government gatherings,
prompting recent anti-government
protestors to target the cameras at
recent rallies, taping over the lenses
and attempting to stop the recordings.
In response to the worries,
Huawei said that it “complies with all
applicable laws and regulations” in
Serbia.
Speaking to EURACTIV, Liu struck
a more conscientious tone, saying
that there are social and cultural
differences even amongst European
states with regards to the deployment
of facial recognition technologies, and
these must be taken into account in
the rollout of these technologies.
At the EU level, the European
Commission is expected to deliver
new rules that will give citizens rights
over the use of their facial recognition
data. This is part of a pledge made
by incoming Commission President
Ursula von der Leyen to establish a
framework for Artificial Intelligence
and Ethics within the first 100 days
after the new college of commissioners
takes office.
This move follows a June
recommendation
from
the
Commission’s High-Level Group on
Artificial Intelligence and Ethics,
which stated that consent must be
given in the automatic identification
of individuals through the use of AI.
Liu’s reading of the cultural
multifariousness
of
European
perspectives on facial recognition
technologies is well-founded: French
President Emmanuel Macron is
gearing up to release his country’s
new ID programme, called ‘Alicem’ in
November, which will employ facial
recognition technologies for identity
verification purposes.
The government is pitching the
software as allowing “any individual
who decides to use it to prove his
identity on the internet in a secure
manner,”

However, even within France, there
have been divisions, with the country’s
data regulator, the CNIL, saying the
technology breaches consent rules
outlined in the EU’s General Data
Protection Regulation, which state
that users must give their permission
before their biometric data can be
stored.

FACIAL RECOGNITION IN
AIRPORTS
Meanwhile, Huawei is continuing
to
deploy
facial
recognition
technologies more widely, which,
for example, could soon be put into
practice in Europe as part of the plans
to develop ‘smart airports.’
It transpired earlier this month
that the Vaclav Havel Airport in Prague
excluded two bids from tenders for
hardware supply, worth seven million
Czech Korunas, over security issues
related to Huawei and ZTE. The airport
acted after receiving advice from the
Czech National Office for Cyber and

Information Security.
The two tenders, launched in
September, were for offering CCTV
and security services in the airport –
an area where Huawei, in particular,
has been attempting to make headway
over recent months.
The company’s 5G technologies
were recently rolled out at the newly
opened Beijing Daxing International
Airport, now the largest single
terminal in the world.
The 5G network infrastructure that
the company has put into practice at
the airport allows for the use of facial
recognition technologies for check-in,
security clearance and boarding. In
such cases, passengers aren’t required
to show ID, nor present boarding
passes. And this week, Huawei has
also been rallying the benefits of
facial recognition technologies as part
of airport infrastructure, at India’s
Mobile Congress.
EURACTIV
understands
that
Huawei has been in talks with
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other
airports
across
Europe
about involvement in developing
their digital infrastructure. One
official speaking at the company’s
EcoConnect conference in Shanghai
told EURACTIV the company had
specifically been speaking with
Munich airport recently.
With regards to specific airports,
however, Liu was unambiguous
in saying that each airport should
“have its own strategy” on the
potential implementation of smart
technologies.
“We will always maintain very
high ethical standards,” Liu said.
“Internationally, we respect all treaties
and will always take into account
the needs and requirements of our
customers all over the world.”
“In terms of facial recognition
technologies, people all over the world
have different mindsets, and it’s our
responsibility to be sensitive to them,”
he said.
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‘Smart villages’ could slow problem
of rural depopulation, MEP says
B y S a m u e l S t o l t o n | E U R A C T I V. c o m

EPP’s Slovenian MEP
Franc Bogovič. [CC]

‘Smart villages’ comprising highly
digitised local infrastructure could
help slow down the problem of rural
depopulation in Europe, EPP’s MEP
Franc Bogovič has told EURACTIV.
“Everybody in Europe speaks
about external migration, but
Europe has a real issue with internal
migration,” he said, adding that trends
over recent years have seen young
people from Europe’s east migrating
to northwestern parts of Europe,
at an unsustainable rate, leaving
local communities devoid of skilled
workforces.

“With regards to European
cohesion, this is a big problem. With
young people leaving in their droves
in countries like Croatia and my own,
Slovenia, this can lead to a lack of
confidence in the future strength of
the economy as well as potentially
opening the door to radicalisation,”
Bogovič said.
One European country that has
really suffered from rural depopulation
is Serbia. Regardless of the fact that
Serbia is not in the EU, the trend of
young people leaving rural areas in
order to move to more modernised
economies in Europe’s northwest is

indicative of the trend happening
across the bloc, Bogovič believes.
A September analysis conducted
by Professor Sasa Randjelovic from
the Belgrade Faculty of Economics,
based on IMF figures, predicted that
the country’s population could decline
by up to a million by 2050, and the
country’s labour force could fall by
around 900,000.
A way of encouraging people to
remain in their countries of origin
inside the EU, Bogovič believes, is
to make sure that citizens all across
Continued on Page 9
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Europe have access to the same hightech infrastructure that is on offer in
more developed northern European
states.
Bogovič believes that communities
in less-developed parts of Europe
should be able to benefit from the
enhancement of logistical and
communicative networks by way of
the application of digital technologies,
in what is dubbed ‘smart villages’.
Currently, the Smart Village
initiative is financially supported
by several EU funding frameworks,
including provisions laid out in the
Rural development policy (EAFRD)
within the Common Agricultural
Policy, EU cohesion funds, Horizon
2020, and the Connecting Europe
Facility.

BROADBAND COVERAGE
One area of importance which
should not be overlooked in the
future digital transformation of
rural communities, Bogovič believes,
is ensuring that the patchy nature
of Europe’s broadband coverage is
drastically improved.
As part of its Europe 2020 strategy,
in 2010, the EU set out a series of
broadband targets, including the
objective of providing by 2020
all Europeans with a broadband
connection of over 30Mbps.
However, towards the end of last
year, the European Court of Auditors
(ECA) intervened in the pursuance of
these objectives, citing the difficulties
of rolling out fast broadband coverage
across remote areas of the Union.
“Rural areas,” the ECA report wrote,
“where there is less incentive for the
private sector to invest in broadband
provision, remain less well connected
than cities, and take-up of ultra-fast
broadband is significantly behind
target.”
“The most important thing is
to cover these areas with quality

broadband, and then prepare business
models which use this technology in
different sectors,” Bogovič said, adding
that agriculture precision farming
would be one specific sector which
rural communities could benefit from,
given a wide disparity in coverage
rates between metropolitan and rural
areas of Europe.
Figures from the European
Network for Rural Development state
that, on average, connectivity in rural
areas is approximately half (47%) of
that across the rest of the EU.

PRECISION FARMING
Precision farming uses information
technology systems such as GPS,
drones, sensors and autonomous
vehicles, among other technologies, to
optimise and automatise agricultural
processes.
Broadband coverage is required
for these networked technologies
to function properly, and many
also believe that 5G connectivity is
necessary to make the most out of
precision agriculture.
A 2016 scientific study conducted
by the European Parliament’s Research
Service found that “EU support would
be most needed in the coming decade
for the building of 5G infrastructure
for European farmers.”
However, due to lower population
densities of communities in rural
areas, telecommunications firms are
reluctant to invest heavily without
the support of EU structural funds.
The report goes on to state that there
is a “clear case” for public financial
backing, and that 5G coverage could be
‘crucial’ for the development of nextgeneration agricultural technologies.
“EU agriculture needs better
performing
broadband
service,
coverage and latency,” the report
concludes. “5G technology could
also greatly contribute to improving
the positioning accuracy and farms’
connectivity. It is a key enabler
of a performing and sustainable
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agriculture.”
However, for the technology
alone to achieve its potential, Bogovič
believes that bridging Europe’s digital
skills gap must also be taken into
account when investing heavily in
next-generation technologies.
A Commission declaration earlier
this year, presented to the EU’s
Special Committee on Agriculture,
an offshoot of the Agriculture and
Fisheries Council, found that the “lack
of a digitally skilled workforce is also
slowing down the modernisation” of
the farming sector. It said that there is
a knowledge gap in the usefulness of
existing technologies in agriculture as
well as a deficiency in digital skills in
the farming world.
For Bogovič, the fact that Europe
lacks young farmers may negatively
impact the uptake of digital skills, EU
figures show that only one in ten EU
farm managers (11 %) were under the
age of 40 in 2016.
“It’s important that we work more
with young farmers, that we find
out more about certain individuals
who could be ambassadors of nextgeneration farming,” he said. “We
need people who are willing to take
the traditions of the past and take
them into the smart villages of the 21st
century.”
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IN TERVIEW

‘Political need’ for 5G
cybersecurity certification,
ENISA head says

B y A l e x a n d r a B r z o z o w s k i | E U R A C T I V. c o m

states had different concerns? Have we
not seen a fracturing in the approach to
5G cybersecurity on the bloc?
Well, countries are in different
situations when it comes to the rollout
of 5G, when it comes to the vendors
that they use, when it comes to the setup and architecture of their current
systems. Clearly there is no single way
of approaching it. Yes, the national risk
assessments are different, but there
is also an element of commonality
in all of them and this is what the EU
risk assessment actually reflects these
elements of commonalities.

Juhan Lepassaar.
[ENISA]

H

aving recently taken up his
seat at the helm of the EU’s
cybersecurity table, new
ENISA chief Juhan Lepassaar has a
number of pressing challenges to
contend with over the next few years,
including the security of 5G networks,
consumer protection in the digital
world, and the digital robustness of
our everyday products and services in
the EU.

Juhan Lepassaar is the executive
director of the EU Agency for
Cybersecurity (ENISA). He spoke to
EURACTIV’s Alexandra Brzozowski.
Following on from the Commission’s
publication on the EU’s coordinated
risk assessment of 5G networks, it’s
clear that there are concerns and risks
on the horizon. But in their national risk
assessments, surely various member

Let’s talk about the scope of the recently
adopted cybersecurity certification
framework. What is ENISA doing
here to help the European Commission
devise the scope of it and what sorts
products and services are likely to be
covered?
Maybe firstly a few words about
what the certification means. It is a
framework that enables companies
to assess whether their products and
services they put on the markets are
cyber secure. In reality, you could
have different types of certification:
Continued on Page 11

EVENT REPORT | STRIKING A BALANCE: IT INFRASTRUCTURE AND DIGITAL SOVEREIGNTY | EURACTIV

Continued from Page 10
you can self-certify, which means that
you have a number of open common
criteria on the basis of your own
benchmarks, or you could have higher
levels of certification which means
that outside parties, third parties,
and impartial parties will essentially
audit whether your self-certification
has been merited. The EU does not at
this moment in time have an EU wide
certification framework. We are in
the course of developing it. The EU
framework is voluntary, which means
the takeup depends very much on the
stakeholders.
Certification for 5G equipment will
probably come because it looks like
there is a political need for this but
we need to really establish the rolling
work program for certification in
order to shed light on this.
What are ENISA’s priorities for the
next five years and what do you see as
the biggest threats coming up?
If you read the ENISA threat
landscape report, what it highlights
is that the biggest threats haven’t
changed and the biggest threat is
really ‘cyber hygiene’ – the state of
health in terms of awareness and
practice in businesses with regards
to priorities related to cybersecurity.
The other problem that the landscape
report clearly identifies is the lack of
skills and capacities to deal with these
issues.
One of the big striking features is
also that cybersecurity is no longer
a domain that is just reserved for,
say, IT security-minded people. It
is becoming ever prevalent in all
different policy domains and sectors
and this has been exemplified by the
debate around cybersecurity in the
European Parliament hearings. It’s not
only the Commissioner responsible
for the digital economy who is asked
questions about cybersecurity but
also the Commissioner responsible for

democracy and rule of law. It is an area
that touches upon every sector.
In this ever more complex
environment, what ENISA needs to do
is to facilitate the cooperation between
different stakeholders and member
states. We need to make sure that
ENISA acts as a good mechanic to keep
the cybersecurity chain well-oiled.
On the Commission’s proposal for EU
cybersecurity competence centres –
which is currently going through the
interinstitutional negotiation stage
– could you explain what the chain of
command would be?
It is envisioned that the research
and innovation work currently done
in the EU will be undertaken in the
cybersecurity competence centres,
in addition to recognizing how we
can better build synergies between
the different research networks
that already exist and channel the
money better so that we let’s say more
added value and when it comes to
cybersecurity.
There are pressing issues to do
with quantum encryption, blockchain,
and cybersecurity authentication that
research needs to explore further.
Those are precisely the job that would
be under the remit of the competence
centre network if the core legislators
agree to set it up. It’s still early in the
process of discussion.
The competence centres would be a
valuable ally for ENISA to build up the
capacities and expertise that Europe
needs when it comes to operational
issues. That’s very much in the hands
of the member states.
You are Estonian, what are some of the
best examples from your country in
terms of digital and cybersecurity, that
you like to bring to the EU stage?
There are great projects in every
member state that can be singled
out. That’s very good because
that exemplifies this strength of
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cybersecurity across Europe. We have
so much knowledge but also such a
variety in the different understanding
of how things can be done.
From my own country, I think
there are three issues I would like to
single out. Firstly, I think it’s the public
awareness of cyber threats and cyber
manipulation which is impressive –
it’s relatively high due to our empirical
experience.
The second point is that it’s quite
natural for small systems to be in
close cooperation with one another
and sometimes there’s even informal
cooperation between the private
and public sectors. I think that is
something that we should also look at
EU level where for example when we
look at the NIS directive.
The
governance
structure
nevertheless is very centred on the
public sector. And there are good
reasons for that but I think there are
ways how we can cooperate more with
the private sector. I’m very glad that
actually this has already happened
within the framework of their current
NIS directive. And I hope that this can
be strengthened because it’s necessary
for the private sector, which is often
the first line of defence.
Finally, I think that my native
country also shows that embracing
a digital future does not necessarily
come with the caveat of lowering
cybersecurity standards, rather the
contrary. So you can have both the
opportunities and at the same time
also mitigate the risks if done properly.
And of course, that doesn’t mean that
accidents don’t happen or that you
don’t have security loopholes. You
do, that happens with every new step
but you have risks when you walk
out from your home every day. This is
very important. So I hope that this is
something that other member states
may be able to learn from Estonia.
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Europe and Huawei share
common values. Together we can
lead the 4th Industrial Revolution.
By Abraham Liu | Huawei

Abraham Liu is Huawei’s Chief Representative
to the EU institutions. [Huawei]

H

uawei has been a trusted
partner in Europe for over
18 years now. It is one of our
most important markets – we have
grown together.
Abraham
Liu
is
Huawei’s
Chief Representative to European
Institutions and the President of
its European Public Affairs and

Communication Office.
This year alone we announced
that we are investing millions in the
UK, Germany, Romania, France and
Spain, and just last month we unveiled
a 70 million Euro Research and
Development investment in Ireland.
It is Europe’s values of openness,
innovation, and the rule of law that
have made it the powerhouse of mobile

communications that it is today. We at
Huawei share these values.
Innovative European companies
have brought 2G, 3G, and 4G to
European citizens and the world. The
lifting of mobile roaming charges has
helped Europe’s competitiveness and
European consumers.
Continued on Page 13
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And the introduction of the EU
General Data Protection Regulation is
an excellent initiative reinforcing the
core European value of the protection
of citizens’ privacy.
We believe the model applied
in GDPR can also be applied in
cybersecurity, helping Europe to
continue to be a leader in the 5G era.
Europe and Huawei share a vision
I believe, of technology benefiting
consumers and citizens. Since the
company was founded 30 years
ago, we have been working to bring
digitalization and connectivity to all.
We believe it’s no longer a luxury, but
a fundamental right. But with rights
come responsibilities.
This is why we actively encourage
all stakeholders to take responsibility
for improving cyber-security, and the
standards of that security together.
And it’s also the reason we have made
cyber-security our top priority at
Huawei.
Huawei has an excellent record all
over the world. We comply willingly
with all local regulations and laws.
This is why we welcomed the
EU coordinated 5G risk assessment
released on the 9th of October.
We believe it is an important step
towards developing a common, fact–
based approach to cyber security
and delivering safe networks across
Europe. We will work closely with
everyone to help mitigate any risks
that may be identified.
We want your trust – we understand
it is important. But just as important
is verification. This is why we want to
work with, and are open to suggestions
from all European Governments,
customers and partners. Verify us,
don’t just trust us.
Europe is open and inclusive – and
it is this openness and inclusivity
which allows us to work together
effectively. We must understand each
other’s points of view, and reconcile
each other’s interests. This exchange

of ideas will move us forward together.
We are on the cusp of a 4th
Industrial Revolution. A revolution
driven by 5G technology, Artificial
Intelligence
and
technological
innovation, unimaginable just a few
years ago. The possibilities are endless.
And the advantages for consumers
and citizens equally so.
Huawei can bring something
special to this – the most advanced 5G
technology available. I believe this can
unleash Europe’s true potential. It is
my wish that within the next 20 years,
the leading global companies in the
tech field will be European. We believe
these initiatives will help Europe
continue to be a leader in 5G era. The
“internet of things” will be driven by
European innovation.
The result, I believe, will be a
European model for a global digital
future – based on free and fair
competition, rooted in security; then
Europe will have achieved true Digital
Sovereignty.
The first Industrial revolution was
forged in Europe out of industry. The
second and third industrial revolutions
were led by America, through mass
production and digitalization. Now,
I think it is only fitting that the 4th
Industrial Revolution should again
see Europe at the forefront –and I want
this to be in partnership with Huawei,
a company that shares its vision of a
connected world, embracing digital
technology, for the benefit of all.
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