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The European Commission 
insists that it does not want to 
weaken encryption as part of 

its latest push to give law enforcement 
authorities more access to private 
data.

Julian King, the EU Commissioner 
in charge of security, announced 
a handful of new initiatives on 
Wednesday (18 October) to fund more 
police training to crack encryption 
technology.

Despite King’s disavowal of so-
called backdoors for police to access 
private data, some technology policy 

observers are concerned the new 
proposals won’t safeguard encryption.

The broad objective of the 
Commission’s latest announcements 
is to encourage national governments 
to develop expertise in decrypting 
secured communications—and to 
share their knowledge with other 
member states.

“Some member states are more 
equipped technically to do that than 
others. We want to make sure no 
member state is at a disadvantage,” 
King told a news conference on 
Wednesday.

King was quick to emphasise 

that the Commission’s proposals 
on encryption mark a shift towards 
developing advanced techniques 
to access data, and a turn away 
from earlier debates about possible 
legislation that would require tech 
companies to create backdoors.

“What we’re doing today is trying 
to move beyond a sometimes slightly 
sterile debate of backdoors versus 
no backdoors, to address some of the 
concrete practical challenges that law 
enforcement faces.

“For example, when they seize a 

Brussels promises more police access 
to encrypted data, but no backdoors

Julian King, the EU security chief, vowed that there will not be legislation 
to create weaker encryption. [European Commission]

Continued on Page 5
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device, how do they get the information 
and exploit the information that 
might be encrypted on that device?” 
King said.

Over the last year, several 
European politicians have urged the 
Commission to propose an EU law to 
give police quicker access to criminals’ 
communications that might be 
encrypted.

Those demands have often flared 
after deadly terrorist attacks. France 
and Germany’s interior ministers 
together pushed for EU action, writing 
joint letters to the Commission and 
speaking in European Parliament 
hearings on encryption earlier this 
year. In March, UK Home Secretary 
Amber Rudd said encrypted 
WhatsApp chats should be accessible 
to police after a London driver crashed 
into a crowd of people.

Leaders from the 28 EU countries 
even pressed for a solution to law 
enforcement’s struggles obtaining 
encrypted data in their official 
conclusions from a European Council 
summit this June.

But some industry groups and 
privacy advocates warned that 
although the Commission claims 
it has shifted its approach, the new 
proposals could still pose a risk to 
encryption—even if legislation to 
create backdoors is no longer part of 
political talks.

Lucie Krahulcova, who works on 
digital policy at the NGO Access Now, 
said that Commission officials never 
suggested creating ways to access 
the content of encrypted messages in 
meetings they held over the last year-
and-a-half with tech industry groups 
and campaigners.

Instead, Krahulcova said those 
discussions, which were held through 
the Commission-led EU internet 
forum, focused on access to metadata 
of encrypted communication since 
that data—including the time a 
message is sent or an email subject—

is in plain text and does not need 
to be decrypted like the content of 
messages.

“It sounds like they want 
providers to retain [encryption] keys 
to communications. They’re grazing 
over the privacy and data protection 
concerns that we have by saying ‘we 
don’t want backdoors, but we still want 
access to content behind encryption’,” 
Krahulcova said.

“This is more smokescreen 
from the Commission. They’re not 
taking a clear position on protecting 
encryption,” she added.

Dutch Liberal MEP Marietje 
Schaake was also wary of the 
proposals. “Commission wants to have 
its cake & eat it too: toolbox to break 
encryption…without weakening 
encryption,” she tweeted.

The Commission’s proposal 
says that member should develop a 
“toolbox of alternative investigation 
techniques” that police can use to 
“obtain needed information encrypted 
by criminals”.

Tech companies have warned 
against legal action that could force 
them to weaken encryption, which 
they argue would lower security 
standards across the board and make 
devices and communication more 
vulnerable to hackers. But they 
also want safeguards in place if law 
enforcement authorities decrypt 
digital communication apps or other 
services.

A spokesman for DigitalEurope, 
a lobby group representing tech 
companies, said, “Any operational 
capabilities to decrypt data should be 
subject to independent oversight and 
enforcement.”

Another core element of the 
Commission’s proposals is its plan 
to make it easier for national police 
forces to crack encryption—without 
passing any new EU legislation.

The Commission had previously 
announced that Europol, the EU police 
agency, will receive a budget increase 
in 2018, but specified on Wednesday 

that many of the new jobs will be 
earmarked for decryption work.

The Commission also wants 
Europol to coordinate a new network 
of national law enforcement experts 
on encryption, as one way to help 
member states that lack staff with 
technical training to learn from more 
advanced countries.

A Europol spokeswoman said the 
agency currently provides “limited” 
services and advice on decryption for 
EU member states. But more money 
could turn that into an “enhanced 
decryption service provided as a 
central service for member states”.

“That investment would allow 
potentially greater computing power 
but could also include improved 
training procedures to educate law 
enforcement on the challenges 
of encryption and investigation 
possibilities,” the spokeswoman said.

The Commission also announced 
that it will add an extra €500,000 for 
police training on encryption next 
year.

One EU official said the network of 
national experts could give member 
states a platform to show how they 
have used encryption techniques in 
criminal investigations, and will allow 
national authorities to even step in 
and give advice to other individual 
countries or on a case-by-case basis.

Separately, the Commission is 
planning new legislation for early 
next year that could make it easier 
for police to access “necessary, but 
possibly encrypted, information” that 
is stored in clouds or other member 
states.

Continued from Page 4
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There needs to be more 
discussion about liability for 
cybersecurity attacks, Steve 

Purser, director of operators at the 
EU cybersecurity agency ENISA, told 
EURACTIV.com in an interview. He 
also said that Europe does not need to 
have the toughest security standards in 
the world, but it needs an “appropriate 
level of security”.

ENISA will be in charge of drafting 
the rules to apply the first cybersecurity 
certification to products that can be 
used all over the bloc. A new European 
Commission proposal made the Athens-

based agency responsible for the 
security programme, which has sparked 
controversy among tech companies.

ENISA will be in charge of drafting 
criteria for the new certification 
scheme. The proposal is still 
controversial among tech companies. 
Why is there a need to change 
cybersecurity certification?

I think there are several things 
telling us we need to revamp 
certification in general. One is that 
we have some very high-performing 
national schemes but we don’t have 

a European scheme. So we run the 
risk that if someone has a very good 
certification in Germany or in France, 
it may not be recognised in Bulgaria 
or the Netherlands or one of the 
other member states. So we’re still in 
this national scheme of things. On 
the whole it works quite well, but it 
certainly doesn’t work perfectly. So 
this is one reason I think the European 
scheme would be a very good thing. 
Second, there’s scope to increase the 
role of industry, to make sure they 
have a bigger voice – certainly in 
European certification because it will 
help products and services flow more 
freely across national borders, this is 
the key idea. But I think the biggest 
reason is that the market is changing 
enormously.

And the kind of certification 
schemes we have at the moment that 
work well – to be brutal – are rather 
clunky, they’re expensive and they’re 
slow. This is not a criticism of the 
certification people, they do a very 
good job. But it’s more a reflection of 
the fact that we are moving to a market 
that is characterised by massively 
increased scalability and much shorter 
time-to-market constraints. It is clear 

I N T E R V I E W

EU cybersecurity chief:  
Now is the time  

to discuss liability 

A top EU cybersecurity official said there should be more discussion about 
how to deal with liability for cyber attacks. [Ivan David Gomez Arce/Flickr]

Continued on Page 7
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that in the future we will not be able 
to rely on the kind of techniques that 
we relied on in the past under these 
new constraints. Of course I’m talking 
about things like the internet of things, 
robots, AI [artificial intelligence] and 
all these new things which are coming 
up.

There was some discussion before the 
proposals came out about whether 
companies should be held to legally 
binding standards guaranteeing how 
secure their products are. We know that 
is not what the Commission proposed. 
Do you think there should be any 
binding standards for cybersecurity 
certification?

I think in some areas it could be 
beneficial to have binding standards. 
In others, definitely not. It’s a balancing 
act. On the one hand, let’s take things 
that are highly safety dependent or 
critical infrastructure, there I can 
certainly see a need for it. This is not 
the kind of thing you would want to do 
in a market which has risk, where you 
may hamper innovation and introduce 
barriers to becoming more successful 
on the global economic playing field. 
I think it would have to be done on a 
case-by-case basis. Certainly it should 
not be done in a sweeping way.

Some MEPs called for there to be EU 
rules regarding when companies can 
be liable for cybersecurity attacks. 
Should there be more discussion about 
potential liability legislation?

Absolutely. It’s an example of one 
of the concepts that does not translate 
very well from the practical world 
into the internet world, for many 
reasons. One is that liabilities on the 
internet are potentially huge. A car 
these days is not really manufactured, 
it’s assembled out of lots and lots of 
complex components, each of which 
has a complex supply chain. So it’s 

incredibly difficult or impossible for 
a car manufacturer to check all the 
elements of the supply chain. I think 
the thing we have to do is adapt the 
notion of liability to what is happening 
in the market. Complex supply chains, 
short-term for market. And we need to 
understand where the liability really 
stands. If you have a car accident but 
the problem was in the chip, which was 
embedded in one of the many systems 
in the car, several layers down in the 
architecture, how do you distribute 
liability? And how do you prove it 
was indeed due to the chip because 
it’s a complex system in which there 
are many things happening? I can’t 
give an answer to this but I can say it’s 
really the right time to be discussing 
liability. And to try to come up with 
better models for how we might supply 
it. Maybe there is a supply chain model 
for liability, a bit like we have a supply 
chain model for VAT.

Some of the criticism of the 
Commission’s proposal for an EU-
wide certification programme was 
that companies argued it would create 
a barrier with countries outside EU, 
especially if the security standards here 
are higher.

I don’t understand that in the 
sense that, first of all, this is just an 
idea at the moment, a concept. And 
you can’t predict at the moment what 
will come out of it. In some ways for us 
the biggest candidate for immediate 
attention is what we’d call lightweight 
certification. We are really making 
a big effort at the EU level to be very 
pragmatic in the way we move forward 
on this. I don’t think the intention is 
to go in with heavy boots and change 
these processes with common criteria 
which are working very well. But 
there’s a huge space where there’s 
nothing. That is the internet of things 
area. I can see two solutions that would 
be very useful for the market if they’re 
done correctly. One is lightweight 
certification. And labeling. Both 

have enormous advantages and 
some drawbacks. The problem with 
lightweight certification is we have 
to get certifiers to actually produce 
lightweight things and that involves 
reassessing opportunities and risks. 
We cannot have our cake and eat it 
too. In tomorrow’s world, we cannot 
expect that these small objects which 
cost €50 can be secured to the same 
extent as the servers we buy spending 
thousands and thousands of euros. It 
doesn’t make any sense. We have to 
do our homework, we have to reassess 
opportunities and risks, come out 
with genuine lightweight certification 
schemes that nevertheless concentrate 
on the important stuff. But recognise 
that maybe you don’t need to have 
the most draconian security to let 
the monster in your house. I think 
this is a huge development because it 
will enable markets. It should enable 
Europe to become more competitive 
if it’s done correctly. It could be a big 
selling point. And it’s not associated 
with a lot of barriers.

Labels could be a great idea. When 
you talk to consumers, think of the 
energy label on the side of fridges, 
this is easy to understand. People see 
it’s an A+ device, they want to buy an 
energy efficient machine. Of course IT 
is much more complex than that. I’m 
not saying we can achieve the same 
level of simplicity, but we can certainly 
use that as an idea and try to produce 
labels that will give the consumer 
strong indication that they’re getting 
something that is secure. We need to 
make sure the consumer understands 
what the label means and we need to 
give the consumer a way of verifying 
the label that is understandable.

We can do something very 
powerful here, where we can stimulate 
markets and increase security at the 
same time at a relatively low cost. But 
we need to change our thinking and 
we need to understand we can’t apply 
the same criteria we applied in the past 

Continued on Page 8
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for bigger, costlier systems. It won’t 
work like that.

Obviously the Commission only 
proposed this certification programme 
last month and ENISA is in the driving 
seat for how it will look at the end and 
affect companies…

I hope not. My vision is a bit 
different. I’m quite optimistic. There is 
some dissent on certification, different 
member states have different points of 
view. Industry is split on certification, 
some people want it, some don’t. 
Maybe a good way of looking at this 
is on a sectoral basis, where you have 
a lot more cohesion. If you look at 
things from a sectoral basis, people are 
fairly aligned in general. By breaking 
the problem down, you sacrifice 
something but you also get a lot of 
traction and move the ball quite a big 
step forward. Of course later on you 

want to get commonalities and you 
want to get things sorted out that 
apply to everybody. But ENISA will 
approach the problem of certification 
as it does everything else. It will talk 
to its stakeholders in a very structured 
way. It will use baby steps to get 
towards a long-term goal. We don’t 
aim to change the world overnight but 
we have a very ambitious strategy and 
we approach it in small steps.

Are there any criteria you’d say are 
important and should be included in 
the different certifications you create?

Technical criteria, I wouldn’t want 
to say that at the moment. I’d make a 
few basic statements. The general idea 
is that we will aim to set certification 
criteria that reflect the fact that the 
house is not an atomic power plant or 
a nuclear submarine so the risk is in 
general lower. However, we will offset 
that by awareness campaigns to users 
saying, “If you put an IoT lock on your 

door, be careful because these locks 
are hackable. Or could be, depending 
which one you buy.” I think we will 
work on all three components and we 
will come up with an approach that 
balances economic concerns. The 
fact is that the EU needs to conquer 
these new markets together with an 
appropriate level of security. We don’t 
need to be the most secure in the world 
because that will kill us, we will not 
get into these markets. But we need 
to have enough security to get the job 
done. When the automobile first came 
out, the risk model was that someone 
used to walk in front of the car with a 
red flag. Of course in the intervening 
time we now have a risk model that 
works very well. There are dreadful 
things that happen with automobiles 
but we all know it, we all accept it 
and we deal with it in different ways. 
A similar thing will happen with IoT 
and AI and robotics and all these new 
technologies.

Continued from Page 7
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EU diplomats agreed to provide 
support to find and prosecute 
hackers outside the bloc and 

help member states that are hit with 
cybersecurity breaches, as part of a 
strategy to step up defence against 
large-scale attacks.

In a move to stop hackers and 
respond to major cybersecurity 
attacks, member states can help 
investigate criminals in countries 
outside the EU, according to a set of 
guidelines that diplomats have agreed 

on.
Foreign affairs ministers from EU 

countries already agreed in June that 
they could raise sanctions against 
third countries if an attack comes 
from those countries, or if they allow 
hackers to carry out attacks from 
within their borders.

Earlier this month, diplomats 
signed off on a more detailed set of 
guidelines for how the EU can respond 
to hackers.

The agreement comes after the 
large-scale WannaCry and Petya 

attacks hit European companies and 
government offices earlier this year.

EU institutions have started to 
up their work on cybersecurity. The 
European Commission proposed new 
legislation last month to give the bloc’s 
cybersecurity agency ENISA more 
power and to create a certification 
programme that measures how secure 
technology products are.

The so-called cyber diplomacy 
“toolbox” agreed by EU diplomats 

EU plans aid to prosecute hackers 
and support member states

EU member states outlined a range of measures to stop  
and respond to hackers. [Jisc]

B y  C a t h e r i n e  S t u p p
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outlines how member states can react 
when they suffer major cybersecurity 
breaches.

Guidelines agreed on 11 October 
explain what the bloc plans to do to 
help prevent, stabilise and respond to 
attacks. They include the possibility 
of sanctions, as well as diplomatic 
intervention, help to prosecute 
criminals and support to EU member 
states that are targeted by hackers, 
EURACTIV has learned.

Member states can agree to use 
each measure separately or can 
use several preventative means or 
response tools together when the bloc 
is attacked.

Ministers can ask to trigger 
different response options listed in 
the guidelines even if an attack is 
considered an “unfriendly act”, an 
international law term for something 
that is harmful but not illegal, as 
well as if it is deemed a more drastic 
“wrongful act”.

When ministers agreed on the 
toolbox in June, they underscored 
that the EU would not need to prove 
that hackers come from a certain 
country before carrying out any of 
the measures to stop or respond to a 
cybersecurity incident.

Security researchers warn that it 
can be very difficult to trace where an 
attack comes from.

“The EU stresses that not all 
measures of a joint EU diplomatic 
response to malicious cyber activities 
require attribution to a state or a non-
state actor,” the ministers’ statement 
from June reads.

Ukraine pointed blame at Russia’s 
security services for the Petya malware 
attack in June, but Russia has denied 
involvement.

Petya also hit Maersk, the Danish 
shipping firm and German personal 
care company Beiersdorf, among 
other European companies.

Tim Maurer, director of the cyber 
policy initiative at the Carnegie 

Endowment for International Peace, a 
think tank based in Washington, said 
EU countries’ move to agree on how 
they will react to hackers shows a “a 
new level of maturity”.

Member states will still need the 
intelligence to attribute attacks to 
perpetrators.

“Some countries might have had 
the ability to attribute beforehand but 
how do you coordinate that across 
national boundaries?” Maurer said.

“We’re now reaching a mature 
point where the coordination is in 
place, technical abilities are in place 
and there is an ability to attribute 
malicious activities across borders,” 
he added.

The toolbox shows that EU member 
states are now willing to work in 
unison although cybersecurity issues 
have often sparked mistrust between 
countries in the bloc.

Some experts warn that there is a 
risk that EU countries’ efforts could 
fall flat if they don’t use their new 
powers when they are attacked.

“The toolbox will create a 
presumption that some malicious 
cyber operations will be met with 
these tools. The threat is there will be 
words but no meaningful response,” 
said Liis Vihul, CEO of Estonia-based 
consultancy Cyber Law International.

“It’s a question of perception. The 
EU might seem weaker in its ability 
to deal with malicious cyber activities 
than it would without it.”

The EU’s move to outline its 
responses to cybersecurity attacks is 
likely to attract attention because it 
shows a group of countries agreeing 
on measures to stop or react to hackers.

In June, negotiators at the UN failed 
to agree on cyber defence measures 
and response tools to malicious acts 
when they were opposed by Russia, 
China and Cuba.

Vihul said the EU cyber diplomacy 
toolbox carries more weight because 
the UN talks collapsed.

EU sanctions are the most drastic 
response on offer in the cyber 

diplomacy toolbox. After Petya 
and WannaCry, some cybersecurity 
observers question whether hackers 
behind such rapid and widespread 
attacks can be dissuaded by sanctions.

Maurer argued that sanctions 
might be the most proportionate way 
to respond to cybersecurity attacks 
that cause a new kind of damage 
that governments are still trying to 
understand.

“Some of the effects are below the 
threshold of causing physical damage 
or harming a person, yet they cause a 
lot of economic harm. It’s a grey zone 
that didn’t exist before,” he added.

Continued from Page 9
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MEPs steering a controversial 
export control bill through 
the European Parliament 

have agreed to apply stricter human 
rights safeguards for technologies that 
can be used for online surveillance.

The European Commission 
proposed an update to the dual use 
regulation last year, which controls 
when companies can export products 
that can be used either as weapons 
or for civil purposes. The regulation 
was agreed in 2009, and the updated 
proposal adds new restrictions for 
firms that sell technology products 
that can be used for surveillance to 
countries outside the bloc.

MEPs want to restrict companies 
from exporting those products that 
can be used for online surveillance if 
they may harm human rights.

That marks a change from the 
Commission’s original proposal, which 
suggested applying the human rights 
control to a broad range of dual use 
items, extending beyond technology 
products to equipment and other 
products that can be damaging.

Restrictions on technology exports 
are a focus of the Commission’s 
proposal: the EU executive came under 
pressure to create safeguards after 
software from European companies 
were used to spy on protestors during 
the Arab Spring.

The MEPs’ agreement is still 
tentative. The Parliament’s trade 
committee (INTA) will vote on the 
bill on 23 November, and MEPs must 
negotiate a compromise with national 
governments and the Commission 
before the rules can go into effect.

The Parliament’s deal is a 
turnaround for the centre-right EPP 
group, which previously opposed 
the reference to human rights in the 
Commission proposal.

Christofer Fjellner, the Swedish 
MEP in charge of the legislation for 
the EPP group, said negotiators are 
close to hammering out a definition of 

MEPs want human rights  
safeguard on tech exports

MEPs want to create a human rights safeguard for exports of technologies 
that can be used for surveillance purposes. [Kārlis Dambrāns/Flickr]
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human rights that his political group – 
the Parliament’s largest – could accept.

“All countries from time to time 
have issues with human rights. But 
the big question is: when and how do 
we define a serious violation? It has 
to be a serious violation and probably 
even a recurring one,” Fjellner said.

The Commission’s proposal said 
that companies would need to secure 
special authorisation from national 
export offices if the items they sell 
can be used for “serious violations 
of human rights or international 
humanitarian law in situations of 
armed conflict or internal repression 
in the country of final destination”.

The MEP leading the Parliament 
negotiations, German Green Klaus 
Buchner, wanted the human rights 
guarantee to apply more broadly to 
other kinds of exports as well. But 
Buchner said he accepts that “we 
are finding agreement on one of the 
most dangerous exports, which is 
cybersurveillance”.

Some researchers said the 
narrowing of the human rights control 
to cover only cybersurveillance 
technologies is a way for the file to 
move through negotiations with 
member states more quickly.

“It was always going to be a 
challenge to create something 
expansive on the catch-all in the time 
frame that was available,” said Mark 
Bromley, director of the dual use and 
arms trade control programme at 
the Stockholm International Peace 
Research Institute.

Industry groups have criticised the 
Commission’s proposal to introduce an 
export control rule based on potential 
human rights violations.

DigitalEurope, a lobby group that 
represents several big tech companies, 
is concerned about how MEPs will 
define human rights in the final 
version of the bill.

The industry group is also worried 
that negotiators could remove one 

part of the Commission’s proposal 
that would make it easier for firms to 
export encryption technologies.

Under the Commission’s proposal, 
it could become faster for companies 
to export encryption products because 
they would receive longer-lasting, 
blanket authorisation. Firms would 
no longer need to frequently seek 
approval from national agencies in 
order to export.

European companies have 
started to export a larger amount 
of electronics and semi-conductors 
since the dual use regulation was 
first approved in 2009, a Commission 
source said. Firms in countries like the 
US face fewer restrictions.

Looser rules affecting the export 
of encryption technologies under 
the Commission’s proposal are one 
element that industry groups like 
DigitalEurope have praised, despite 
their criticism of the bill’s human 
rights safeguard.

“It’s still very burdensome for 
companies to obtain authorisation 
in Europe. Once we have this general 
authorisation in place it will definitely 
be easier to compete with US 
companies,” said Diane Mievis, policy 
director at DigitalEurope.

Mievis said that any 
telecommunications network 
equipment, such as routers or base 
stations that send and receive radio 
signals, could become easier to 
export if the Commission’s proposal is 
approved.

The Parliament backs the 
Commission’s move to make export 
authorisation easier for encryption.

“We have a general consensus 
among groups to remove unnecessary 
red tape on exports of encryption 
because it’s clearly out of date,” 
Fjellner said.

Buchner also wants export rules 
for encryption technologies to be 
relaxed. “Encryption products are a 
vital tool for people from the political 
opposition and journalists to protect 
themselves from cyber surveillance,” 

he said.
Liberal MEPs proposed 

amendments to the bill that would go 
even further than the Commission’s 
suggestions–and would mean that 
encryption products would no longer 
be regulated under the EU export 
control rules at all.

Dutch Liberal MEP Marietje 
Schaake said the Commission’s rule 
change is “a good step in the right 
direction, but in the long run we must 
abolish controls on these products 
entirely”.

Cybersecurity researchers argue 
that export restrictions can have a 
negative effect on the security level of 
products using encryption.

The EU cybersecurity agency 
ENISA wrote in a note last year that 
requiring licences to export encryption 
is “a method of limiting the strength of 
cryptography products […] available in 
third country markets”.

But the Commission’s proposal to 
create a general authorisation measure 
for cryptography is likely to face more 
opposition when negotiations start 
with member states.

That has to do with their security 
concerns. The Commission announced 
last week that it will give EU police 
agency Europol and member states 
more funding to train their abilities to 
crack through encryption for criminal 
investigations involving private data.

Bromley said member states may 
be reluctant to approve rules that 
make it easier for companies to export 
encryption technologies because, 
even if they do not want to hamper 
trade, governments may still want “to 
see what’s happening in an area of 
technology that is a potential security 
concern for them”.

Continued from Page 11
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An EU cybersecurity fund could 
give Europe’s technology 
sector “strategic” powers it 

lacks, according to the head of a one-
year-old EU public-private partnership 
on cybersecurity. The Commission set 
up the partnership last year to raise 
investment funds by 2020.

Luigi Rebuffi, who leads the 
partnership, told EURACTIV.com in an 
interview that Europe’s cybersecurity 
industry will likely surpass the €1.8 
billion investment it pledged to reach 
within four years.

[This interview has been shortened for 
length.]

The EU public-private partnership 
(PPP) on cybersecurity was started in 
July 2016. What are you doing now?

It’s been a little more than one 
year. We have almost doubled the 
number of members we have in the 
association. Cybersecurity has become 
a topic that’s very high on the political 
and economic agenda this year for 
different reasons, for political reasons, 
for the Commission but also for all 
our members. Having national public 

administrations in the PPP, not only in 
the board of directors but also directly 
in our working groups, is a real added 
value because it makes a difference 
with respect to other initiatives, other 
PPPs. Because security is sensitive, 
security still remains a sovereignty 
issue and the fact that having national 
public administrations’ experts 
in the working groups makes the 
recommendations we issue [to the 
Commission] much more mature than 
simply if they were recommendations 
from industry.

Does the fact that cybersecurity is now 
a more urgent topic on the political 
agenda this past year have to do 
with some of the high profile hacking 
incidents that happened this year, like 
WannaCry?

WannaCry was ransomware. If you 
look at the statistics, ransomware is 
still not the most important threat 
in cybersecurity, I think it’s the third. 
It is not on the top of the list, but 
it has been advertised very much 
so it created a kind of increased 
awareness. I think it’s important to 
understand that cyber threats are 

I N T E R V I E W

Cybersecurity partnership:  
Europe lacks  

‘strategic’ tech muscle 

Luigi Rebuffi leads the EU public-private partnership on cybersecurity -  
which pledged to raise €1.8 billion in investment by 2020.  

[Security & Defence Agenda/Flickr]

Continued on Page 14
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really increasing and can potentially 
disrupt society. But my impression 
was that the most important effect was 
on the political level. The threat that 
national administrations have seen of 
cybersecurity as a threat against the 
political democratic life, the threat 
against democratic life, this has really 
pushed cybersecurity in the political 
agenda a lot.

You’re referring to incidents involving 
elections?

Exactly. They call it the threat to 
democratic life, that’s the jargon they 
use.

When the Commission started the PPP 
last year, there was a clear goal to raise 
€1.8 billion in investment funds by 
2020. How close are you to that goal?

€1.8 billion was the initial goal this 
is linked to the Horizon 2020 project 
[which provides €450 million in EU 
funds]. The first of these projects is 
starting right now, we are just initiating 
the collection of investments based on 
this project and the last project from 
Horizon 2020 on cybersecurity will 
actually start in something like 2021, 
more or less. We are still in discussions 
with the Commission to extend, to 
define the criteria for monitoring the 
investments of these €1.8 billion. We 
know our members are investing in 
research and innovation. I cannot tell 
you exactly how we are doing today 
because one year on, we are still at the 
very beginning. But it’s very important 
to provide a satisfying answer on this 
point.

The Commission proposed a new EU 
cybersecurity strategy and a programme 
to certify the security standards of tech 
products last month. How do you think 
those latest proposals might affect 
Europe’s cybersecurity industry?

The proposal takes different points 
of view, mainly in three areas. The first 
is resilience, the second is deterrence, 
the third is on international relations. 
All three are very important and very 
relevant. But the first one on resilience 
is the most important one, especially 
with the certification aspects, but 
also with the growth of ENISA 
[the EU cybersecurity agency]. The 
implementation of the NIS directive 
[an EU cybersecurity law that will go 
into effect next year] and the creation 
of this network of competence centres. 
All these initiatives go in the right 
direction, and we very strongly support 
this strategy and the creation of a 
European certification framework. We 
would have liked, the industry would 
have liked to have more to better see 
how Europe will invest in the future. In 
the next step, after Horizon 2020, what 
will be the investments beyond simply 
research? We just mentioned the €1.8 
billion on research and innovation. I’m 
sure we will satisfy this because if we 
don’t, if our European industry does 
not invest this amount of money, we 
will not be competitive. I’m sure they 
will invest much more. The point is: 
what will be the investments beyond 
research? The investment from the 
Commission, from the national public 
administrations but also from the 
private sector. This is something I 
think is very strategic and we are still 
not there yet with discussions.

We are building the future today 
because we are discussing the next 
MFF [the EU’s multi-year budget], 
we are discussing next legislation, 
the implementation of regulations 
and directives and we are preparing 
now what will happen after 2020. 
Our industry needs to have a better 
view on investment already starting 
now. Including investment not only 
for large companies but also SMEs. 
Private investment is still very weak 
in Europe. The Commission has 
published a strategy that is a view 
from the Commission somehow. We 
tried to reply to the Commission with 

our views, which is a mix of public 
and private sectors. Where we are 
trying to provide our views not only on 
research, not only on competence, but 
also on future investment.

The PPP works with several different 
industries, including telecoms and 
aeronautics. The position paper you 
sent the Commission last month 
showed that companies have different 
views on certification. Are sectors 
divided over certification? Does the 
division correspond more broadly 
to whether different sectors want 
more or less EU-level regulation on 
cybersecurity?

Indeed there are different views in 
the sectors. We have strong discussions 
at the working group level because 
this is somehow the first time where 
we put together different interests and 
different market sectors. Trying to have 
only one solution may be difficult. At 
the same time, the only one solution 
is the framework the Commission is 
envisaging, this European certification 
framework. I don’t want to discuss 
now the governance of it, which is still 
under strong discussion between the 
Commission and representatives from 
member states and is very sensitive. But 
I think the objective there, we strongly 
support that, is that there should be 
one framework. How you define the 
framework in the different sectors, 
this is exactly what we are discussing 
and I think we have to refine that in 
the coming months. We have realised 
different sectors have different needs 
and different levels of maturity. That’s 
the reason why the Commission said 
it’s a voluntary approach. Because we 
are not here to impose something on 
different sectors that have different 
requirements. Certain sectors are 
regulated already and need to impose 
certain requirements, other sectors are 
not regulated. There should be more 
specific needs that will be defined in 

Continued on Page 15
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the future. We’re at the very beginning 
of our discussions, there will need to 
be more time to define the rules.

Is there one main element that EU 
policy should focus on more to help 
the European cybersecurity industry? 
Is it there a more urgent need for 
investment, for example, or research 
like through the new excellence centres 
the Commission proposed?

The approach of the Commission 
on research is a traditional approach 
because they have this view that we 
have to first start with research to 
provide innovation and boost the 
market and so on. Industry sees it more 
from the investment point of view. 
The Commission is building somehow 
bottom up, it’s a “push” approach. The 
industry sees it as a “pull” approach. 
Of course there is an investment need. 
We will do research as a consequence 
of that. Both approaches are 
interesting and I would say important. 
But there is a third point that is very, 
very important on education and 
training. We can research and we can 
stimulate the market, but if we don’t 
have the people, the citizens, but also 
the professionals that are using these 

solutions, we will not go very far. If 
there is something very important to 
push, it’s the education framing. It’s 
also dealt with by the Commission’s 
strategy but still in a very limited part. 
Because education still remains at 
member state level so the Commission 
can have little leverage on this point. 
But it’s really a big issue. They say 
350,000 experts are needed in the 
next five years–it’s something like 
mission impossible. Not because of 
the investment to be made but because 
of the time and the fact that we have 
to raise the interest of students and 
decision makers in this area.

One point I’d like to underline 
is that we need to educate or raise 
the interest of students, and we are 
today losing 50% of our chances 
because there is still a very limited 
number of women interested in jobs in 
cybersecurity. The gender issue that is 
very high on the agenda in other areas 
is also important here.

The PPP also recommended that there 
should be a new EU cybersecurity fund. 
The Commission already proposed a 
kind of emergency fund for member 
states that have suffered hacking 
attacks. Why should there be another 
kind of cybersecurity fund?

The discussion is still going on, 
not only on certification but in many 
other areas, on how we support SMEs 
or the creation of a cybersecurity 
fund. Because the Commission was 
envisaging an emergency fund in its 
strategy, but this is something that is 
dedicated to public administration. 
The EU cybersecurity fund is more 
about investment. It’s the creation 
of a fund like we saw in the defence 
sector. They proposed the creation of a 
European defence fund or a European 
security fund, which is managed 
today by DG Home [the Commission’s 
department on home affairs]. So 
to have something more dedicated 
to investment that could be public, 
could be private, but more dedicated 
to cybersecurity to support SMEs, but 
to better support strategic investment 
in the market and to increase digital 
autonomy. This is important. Europe 
is still lacking certain strategic 
competences in the ICT sector in 
general and in cybersecurity in 
particular. This fund could really help 
the development of this competence 
in the future.

Continued from Page 14
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Data encryption is one of the 
most important cogs in our 
digital economy. Without 

it, secure online banking, internet 
shopping and international business 
transactions would grind to a halt.

At present, breaking encryption is 
virtually impossible, with estimates 
suggesting it would take an average 
data center around one million years to 
break a single crypto key based on the 
RSA public encryption algorithm that 
millions of people use every day. But, 
over the next decade, the development 
of quantum computing could cut this 
time to around 100 seconds.

So, it’s a race against time for 
researchers to come-up with new 
types of crypto systems.

But encryption is not without 
controversy. Yesterday the European 
Commission published a report that 
tries to balance the need to protect 
people’s private data with that of law 
enforcement access to encrypted 
communications.

An occasion for us to sit down 
with Brian LaMacchia who leads 
the Security and Cryptography 
team at Microsoft Research to better 
understand encryption technologies, 
why they are so important and when 
the world might see its first quantum 
computer.

Microsoft #TechTalk: Understanding Encryption

Video: http://eurac.tv/9d04
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